
Copyright 
Facts



1
2

3

What Does Copyright Law Protect?

What Are the Benefits of a Copyright Registration?

Why Copyright Software?

Copyright law protects the expression of an idea. It does not protect the underlying idea. Copyright law 
applies to creative works such as movies, books, paintings, sculptures, photographs, musical compositions, 
sound recordings, and jewelry designs. Software programs are also protected by copyright law.

Put simply, you cannot pursue a legal claim for copyright infringement unless the work has been registered with 
the U.S. Copyright Offi ce. You may include a proper copyright notice in or on the work, but the mere fact that 
you own the copyright does not give you the right to sue. An unregistered copyright is a right without a remedy. 
Furthermore, the work must be registered before the infringement begins (or, for published works, within three 
months of the date of fi rst publication) in order for the claimant to qualify for statutory damages. If statutory 
damages are available, you can ask the court to award up to $150,000 per act of willful infringement without 
having to prove actual damages. Attorneys’ fees may be awarded to the prevailing party in exceptional cases.

To register the copyright in a software application, the applicant must fi le the source code — that is, the 
human readable code that software programmers write and that is compiled into object or machine-readable 
code — with the U.S. Copyright Offi ce. Source code is analogous to the words written by a novelist; in 
the latter case, copyright law protects the way the writer expresses her story, but it does not protect the 
underlying story plot. In the context of software programs, courts have come up with the abstraction-fi ltration-
comparison test for determining to what extent software is protected by copyright. Under the abstraction 
step, the court must determine where to draw the line between source code (literal instructions) and 
functionality (the ultimate abstraction). Under the fi ltration step, non-protectable elements of the software 
are fi ltered out. Under the comparison step, the court compares what is left of the copyrighted software after 
the abstraction and fi ltration steps to the allegedly infringing work to determine whether the copyrightable 
aspects of the software have been copied. The bottom line is that a copyright registration for software 
protects more than just literal copying of the source code, but it does not protect the underlying functionality.

How Small Businesses Are Infected

Ransomware is a form of malware that encrypts a victim’s information and holds it for ransom. It is often 
designed to spread across a network and target all critical information, and can quickly paralyze an 
entire small business. It is a growing threat, generating billions of dollars in payments to cybercriminals 
and inflicting significant damage and expenses for businesses and governmental organizations.

How To Protect Your Small Business 

Phishing
Clicking on links or 
opening attachments 
from attackers in emails.

Unsecure Websites
Visiting nonsecure, 
compromised websites 
can download malware.

Outdated Software
Old, unmaintained software 
may have vunerabilites 
attackers can leverage.

The Typical Attack Process

1. Cyber criminals gain admin 
access using above attacks 2.Your network is explored to 

locate and steal critical data 3.All backups and 
protections are destroyed

4. All data is encrypted and 
you are locked out 5.A ransom request is sent, 

with offer to unlock data 6.Cyber criminal receives 
ransom or data is published

Backups - If your data has been encrypted and your backups are deleted, you are left with few choices. Paying 
the ransom and getting the key does not guarantee that your data remains intact and usable. Make your own 
encrypted backups daily. Consider how to isolate them to prevent deletion or destruction. 

Sensitive Data - Understanding what data you collect is just as 
important as protecting it. Determine if you actually need to collect all 
the data you have. Then make sure the data is encrypted and access to 
that data is tracked. 

Network Segmentation - Nothing makes an attacker's job easier than a network where every system is 
accessible with one login, and there isn't any internal monitoring. Make sure you setup a network where only the 
systems that need to talk to each other are connected. Placing firewalls around critical data can help protect it from 
unwanted visitors. 

Access Control - When an attacker gains access to your network, their primary goal 
is to gain administrative access to all systems. Typically the bulk of their work is 
performed in a semi-automated fashion using special programs that require 
administrative rights. Adding Multi Factor Authentication administrator logins can slow 
or stop their efforts.

Patching & Updating - When a new update is released for software that patches a vulnerability, attackers 
immediately begin scanning the internet for vulnerable systems to exploit. While it may not be practical to patch 
instantly when an update is released, timely updates can reduce the chances of your system being compromised.
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4 Generally speaking, the copyright offi ce is not obligated to maintain the confi dentiality of your application 
or deposit. (The deposit is usually a photocopy or sample of the work to be registered.) In fact, Section 
704 of the Copyright Act states that all materials deposited with the Copyright Offi ce are the property 
of the United States Government. Section 705 requires the Registrar of Copyrights to keep records of 
all deposits and registrations and to make those records open to public inspection. Registrations can 
be searched on the Copyright Offi ce website www.copyright.gov by author name, title of the work, or 
registration number. When a record is pulled up, certain data concerning the registration will be displayed, 
but the deposit itself is not made available online. Deposits may be viewed at the Library of Congress 
pursuant to a written request and upon payment of a fee. The Copyright Offi ce does not publish deposits, 
and copies will not be made without express, written permission from the author, his agent or heirs, or 
unless the copy is requested for purposes of litigation. 

Are Copyright Submissions Confidential?

What Is Copyright Fair Use?
You may use someone else’s copyrighted work only if such use meets the criteria for copyright fair use. 
Contrary to popular belief, there is no rule that you can modify a copyrighted work by a certain percentage 
to meet the fair use test. In fact, the fair use determination is based on four factors:  whether the work is 
commercial or non-commercial, the nature of the copyrighted work (i.e., how original it is), how much of 
the work is used, and whether the use has an adverse impact on the market value of the work. This is a 
qualitative, not a quantitative, test.  Not all non-commercial uses constitute fair use.
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