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What Is a Trademark?

What Are the Benefits of a Federal Trademark Registration?

How Does the Trademark Registration Process Work?

A trademark is anything that designates the source of goods or services. A trademark can be a word 
mark, a logo, a slogan, or even a sound. Under U.S. law, trademark rights are based on use of the 
mark in commerce. Although trademarks can be registered with the U.S. Patent and Trademark 
Offi ce (“USPTO”), trademark ownership is based on the date of fi rst use rather than the date of 
registration. The exception to this rule is that a federal trademark registration cannot be challenged 
on the basis of priority of use more than fi ve years after the date of registration. Trademarks may 
also be registered on a state level, but a federal trademark registration constitutes ownership of the 
mark in all 50 states.

There are several signifi cant advantages to a federal trademark registration. In addition to the 
benefi ts noted above, a federal trademark registration permits you to use the registered trademark 
symbol (®). It also gives you the right to sue for up to $2 million dollars in statutory damages for 
willful infringement. Alternately, you may elect to pursue treble damages for willful infringement. 
Trademark owners who prevail in an infringement action may also recover their attorneys’ fees in an 
exceptional case. 

Every federal trademark application undergoes an examination process at the USPTO.  First, the 
application is reviewed by a trademark examining attorney to determine whether there is a likelihood 
of confusion with any other marks that are in the USPTO database (that is, any pending applications 
or issued registrations).  If so, then the examining attorney will issue an Offi ce Action refusing 
registration on the basis of likelihood of confusion.  Registration may also be refused on other 
grounds, such as descriptiveness or insuffi cient proof of use, or the examiner may require clarifi cation 
of the description of goods/services.  Although a federal trademark application may be fi led on an 
intent-to-use basis, proof of use must be fi led with the USPTO before the registration will issue.
Once the examination process is completed, if all grounds for refusal have been overcome, the 
application is then published in the Offi cial Gazette (a USPTO publication) for a 30-day opposition 
period.  During this time, anyone who is using the same or similar mark may oppose registration 
of your mark on the basis of likelihood of confusion.  Although oppositions may also be brought on 
the basis of fraud, genericness, etc., likelihood of confusion is by far the most common basis for a 
trademark opposition.
If no oppositions are fi led during the publication period, then the trademark offi ce will issue a 
Certifi cate of Registration (if proof of use was submitted at the time of fi ling) or a Notice of Allowance 
(if the application was fi led on an intent-to-use basis).  The applicant then has six months in which to 
fi le the Statement of Use.  A total of fi ve six-months extensions may be obtained upon payment of the 
requisite fees.  Once the registration issues, it must be renewed at fi ve years, four years, and then 
every ten years thereafter.

How Small Businesses Are Infected

Ransomware is a form of malware that encrypts a victim’s information and holds it for ransom. It is often 
designed to spread across a network and target all critical information, and can quickly paralyze an 
entire small business. It is a growing threat, generating billions of dollars in payments to cybercriminals 
and inflicting significant damage and expenses for businesses and governmental organizations.

How To Protect Your Small Business 

Phishing
Clicking on links or 
opening attachments 
from attackers in emails.

Unsecure Websites
Visiting nonsecure, 
compromised websites 
can download malware.

Outdated Software
Old, unmaintained software 
may have vunerabilites 
attackers can leverage.

The Typical Attack Process

1. Cyber criminals gain admin 
access using above attacks 2.Your network is explored to 

locate and steal critical data 3.All backups and 
protections are destroyed

4. All data is encrypted and 
you are locked out 5.A ransom request is sent, 

with offer to unlock data 6.Cyber criminal receives 
ransom or data is published

Backups - If your data has been encrypted and your backups are deleted, you are left with few choices. Paying 
the ransom and getting the key does not guarantee that your data remains intact and usable. Make your own 
encrypted backups daily. Consider how to isolate them to prevent deletion or destruction. 

Sensitive Data - Understanding what data you collect is just as 
important as protecting it. Determine if you actually need to collect all 
the data you have. Then make sure the data is encrypted and access to 
that data is tracked. 

Network Segmentation - Nothing makes an attacker's job easier than a network where every system is 
accessible with one login, and there isn't any internal monitoring. Make sure you setup a network where only the 
systems that need to talk to each other are connected. Placing firewalls around critical data can help protect it from 
unwanted visitors. 

Access Control - When an attacker gains access to your network, their primary goal 
is to gain administrative access to all systems. Typically the bulk of their work is 
performed in a semi-automated fashion using special programs that require 
administrative rights. Adding Multi Factor Authentication administrator logins can slow 
or stop their efforts.

Patching & Updating - When a new update is released for software that patches a vulnerability, attackers 
immediately begin scanning the internet for vulnerable systems to exploit. While it may not be practical to patch 
instantly when an update is released, timely updates can reduce the chances of your system being compromised.
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4How Do I Prove Trademark Infringement?

Can I Protect My Trademark Internationally?5

Trademark infringement is based on the likelihood of confusion test, which takes into 
consideration the degree of similarity of the marks and the relatedness of the goods and/or 
services at issue. The more similar the marks, the less related the goods/services need to be 
in order to support a fi nding of likelihood of confusion. For example, if the two marks at issue 
are both REDWING, and the goods are footwear and semiconductors, there would not be any 
likelihood of confusion because the goods are completely unrelated. On the other hand, if one 
party wanted to use REDWITH for real estate brokerage, and another party wanted to use 
REDWING for property management, there would be a likelihood of confusion because the 
services are related, and the marks are similar. The fi rst part of a mark is usually, but not always, 
considered to be the “dominant” part of the mark. The likelihood of confusion test is used by 
courts to determine liability for trademark infringement, and it is also used by the U.S. Patent and 
Trademark Offi ce to determine whether a mark is registrable.

Yes. Trademarks can be registered internationally via the Madrid Protocol, which is an 
international treaty that governs the registration of marks on an international basis.  In order to 
use the Madrid Protocol registration process, a U.S. trademark owner must fi rst have a U.S. 
trademark application or registration. The Madrid Protocol application must be fi led within six 
months of the U.S. fi ling date in order to claim priority back to the U.S. fi ling date. A Madrid 
Protocol application may be fi led at any time, but if it is fi led after this six-month window, then the 
priority date in foreign countries is the date on which the Madrid Protocol application is fi led, not 
the date on which the U.S. application was fi led. This matters because most foreign countries are 
fi rst-to-fi le jurisdictions, unlike the U.S., which (like Canada) is a fi rst-to-use jurisdiction.
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